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Abstract: Roaming means a mobile device moving from home location to a foreign location.
The paper mainly focuses on the authentication and revocation of roaming users. User
revocation can occur in two ways such as natural revocation and premature revocation.
Natural revocation occurs due to the expiration of the secret key and premature revocation is
mainly due to the unauthorized activities such as hacking. The system make use of group
signature for authentication and revocation is efficient.
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. Introduction

Mobile computing is getting much priority now a days since the number of portable computers is
increasing and also due to the desire to have continuous network connectivity to the Internet irrespective of the
physical location of the node. Mobile device users can use their network services while they are in the foreign
area through roaming services. Roaming services should be secure, i.e., provide authentication to identify legal
roaming users[2]. Anonymous authentication methods are used to achieve secure authentication and location
privacy simultaneously. There are mainly two types of anonymous authentication: weak user anonymity
authentication and strong user anonymity authentication. The weak user anonymous authentication hides the
user_s identity only from third parties, whereas the strong user anonymous authentication hides the user_s
identity even from foreign servers.

User revocation is of great importance to roaming protocols. Due to various reasons (e.g., the
subscription period of a user has expired), the foreign server needs to find outwhether a roaming user is revoked.
Any revoked user should not be allowed to enter the foreign network.

It is quite difficult to achieve efficient user revocation because of the difficulty in taking back the
electronic credential. Validity check and Revocation check are the two main steps in the verification phase of
authentication. Validity Check is performed to find whether the authentication token is from a valid user and
Revocation Check checks whether the user has been revoked. Revocation can either be natural or premature.
Natural user revocation occurs when the user's access rights has expired. Premature revocation can occur before
the expiry time due to the compromise of the credential[2].

D.He et al. [3] proposed a privacy-preserving universal authentication protocol, called Priauth, which
provides strong user anonymity against both eavesdroppers and foreign servers, session key establishment, and
achieves efficiency. Hyo Jin Jo et al. [1] proposed a privacy preserving anonymous authentication for mobile
networks where user authentication is done without involving a home server. The protocol uses a pseudo-
identity-based signcryption scheme to perform efficient revocation with a short revocation list and efficient
authentication. Chen et al. [4] proposed a VLR group signatures with indisputable exculability and efficient
revocation. Security of scheme is based on the strong Diffie-Hellman assumption and the decisional Diffie-
Hellman assumption in the random oracle model.

Similar to many existing anonymous authentication primitives (e.g., [5], [6], [7], [8], [9], [10], [11],
[12]) which support revocation, either all unrevoked users need to update their credentials regularly, or the
server needs to perform extra steps in verification to check each member against a revocation list. As time goes
by, the list will just become larger since the authentication is anonymous. All kind of users to be revoked,
including those who were authorized for a limited time period, will be added to the revocation list.

Il.  Authentication
The security requirements for the system are as follows:
[0 Subscription Validation: the foreign server is sure about the identity of the home server of the user;
[ User Anonymity: besides the user and the home server, no one including the foreign server can tell the
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identity of the user;

[0 User Untraceability: besides the user and the home server, no one including the foreign server is able to
identify any previous protocol runs which have the same user involved.

[0 Provision of User Revocation Mechanism [3], [13]: due to various reasons the foreign server should be able
to find out whether a roaming user is revoked;

[0 Server Authentication: the user is sure about the identity of the foreign server;

[0 Key Establishment: the user and the foreign server establish a random session key which
is known only to them and is derived from contributions of both of them such that the home
server cannot predict the value of it.

Notations used in the description is summarized in table 1.

U; | Usere
V| Foreign server
H | Home server
gpk | Public parameter of the group signature scheme
msk | Master secret key
gsk; | User secret key of user U;, kept by the user
grt; | Revocation token of user U;, kept by the group manager
g | Signature generated by the user
RL | Revocation list
[D | temporary identity chosen by the user
SIG | Signature scheme chosen by each server
ENC | Symmetric encryption scheme chosen by each server

Table 1: Frequently Used Notations

A group signature scheme is used as a primitive for both anonymous authentication and premature
revocation. Group signature, introduced by Chaum and van Heyst [14], allows a member of a group to sign
messages on behalf of the group without leaking his identity. But there is a group manager who has some
trapdoor information which allows him to recover the identity of the signer from any valid group signature. A
normal group signature cannot achieve our goal since the signature itself does not bear with any time-related
information. In the authentication phase, the foreign server gives a user U; a challenge message m and a current
time t. If U; can generate a valid signature on m and prove that t < t; where ; is the key expiry time for user U; ,
the
foreign server believes that U; is authorized by his home server and his secret key has not expired.

A group signature[6] scheme allows users to authenticate themselves with both constant-size
transcripts and full anonymity. A group signature scheme consists of a tuple of probabilistic polynomial-time
algorithms (Gp.Kg, Gp.Join, Gp.Sign, Gp.Ver, Gp.Trace). During Gp.Kg, the group manager generates a master
public key gpk and a master secret key msk. gpk is published while msk is kept secret. During Gp.Join, the
group manager uses msk to generate a user secret key gsk; for user U; and a revocation token grt; which is used
to trace user U; . During Gp.Sign, a user U; uses his secret key gsk; to generate a signature ¢ for a message m at
time t. Gp.Ver takes mpk, t, m, ¢ and returns valid or invalid. Gp.Trace takes mpk, grt; and a valid message-
signature pair (m, ¢ ) and returns true or false.

1) Master Key Generation Phase ( Gp.Kg ): The system structure is similar to the group signature scheme from
Bringer and Patey construction [15]. The group manager chooses bilinear groups G; , G, of prime order p.
Assume H is a hash function with range Z, . The group manager randomly chooses

h,h, §' e =y, g2 € Gr, Q € &y

andyy,y,,Z €Z,, and sets g; < w(g2), Z1 < g2'1 and z, < g,75 . Let | be the
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maximum length of the time representation. The group public key is defined as
h Y - -l ~f
gpk < (81,80,h,8,h, 21,20, 1,4, 0, %, 0°, -+, 0°),

and the master secret key is defined as msk « (y; , v2). The group manager publishes gpk and keeps msk secret.
The group manager also maintains a revocation list RL which is initialized as an empty set.

2) User Joining Phase ( Gp.Join ): A new user U; can request to join the group.

2.1 U; randomly chooses a secret f; € Z, . 2.2 U; outputs F; «— h'; and proves the knowledge of f; to the manager.
This can be done by the following steps:

a) U computes F* < h" for some random f*

€EZp.

b) Ui computes r* « " + H (F; , F")fimodp and sends F;, F", r" to the group manager. ¢) The group manager
checks ifh" =F " F; "

2.3 The group manager computes {Tjj }ie1
« 1-ENC(7; ), where T is the expiry time of U; ‘s key.

24 Foreachje{1,2,..., 1} the group manager computes
y1+
Ut y2+x ) *
Aii «— (glFi ) IJ |J where Xii E R Z D
and

Tjj Y1 + Y2 + Xij # 0. Note that when t;; is null, the corresponding »;; element will not be
given to the user.

2.5 The group manager sends U; (t; , {Xj ,

Aij }je[1,1]).

2.6 U, verifies that e(Ay , z1'jjz2 gzxi,— )=e(giFi,g)forallje{1,2,...,1}

Finally, user U; gets the secret key gsk; < (t;

» Tis {Xij » Aj Fiernp) @nd the group manager keeps the revocation token grtj < (i , {X;;
}erp ) and stores (U;, grt; ) as a row entry in the user database. Later if user U; is

prematurely revoked, the group manager adds grt; into the revocation list RL.

3) Signing Phase ( Gp.Sign ): A user U; signs a message m at time t by the following steps:
3.1 Compute {Tjj }ier1,y < 1-ENC(7i ) and {{;

}jE[lql] <« O'ENC(t)
3.2 Find an index 1 <k <1 such that Ty = t,

3.3 Compute w « QI =1/
3.4 Choose arandom B € G; .
3.5 Compute J — B and K « B%j.

(Element J is for exculpability as it involves user‘s secret fj that is not known to anyone else. Element K allows
revocation. Finally the randomization brought by element B helps to ensure the anonymity of the user.)

3.6 Compute T « Ay h pl for randomly

chosenp; €7Z,.

3.7 Compute W «— w h p2  for randomly

chosenp, €2,. '

3.8 Compute V; «— g Kb #3 for randomly
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chosenp; €7Z,.
3.9 Compute V, «— g % h ** for randomly

chosenp, €Z,.

(Elements T , W , V; and V, can be

considered as commitments of Ay, w, Xk and t, respectively, which bind the signature
with these values in a hidden way.)

3.10 Let By« Xik p1, B2 <= p1p3, Bs <tk p1, Ba < Pp1pa, Bs <t P2, Bo < P2 pa -
3.11 Randomly pick ry, e, re, Mot P ooy Fp3 s Fpas Fprs Fp2y FpsFpas Mps, lps €2Zp.
3.12 Compute helper values (for the proof-

of-knowledge system proving the well-formness of the signature to the verifier):
Ry « B, Ry« B™, Ry« K'mB™h
Ry < elh,g)™"" - e(T,zy)" - e(T, go)™* -
e(h,z)) ™ - e(h, g2) ™™ - e(h, z3) ™"
Rs < gh's, Rg < g™h'ss,
Ry < e(W, Q)"e(h, Q) se(h, Q%) "7
Ry « gih"maVy ™™, Ry« g'Bsh™mVy "o,
Rio < ghshs Vo~
(Intuitively, Ry , R, and Rj are proving the well- formness of the secret components that is only known to the

user, which gives exculpability and traceability; R, , Rs , Rg, Rg are on the validity of the secret key issued to
the user; finally, Rg , R7, Ryg are proving that the expiry time is later than the current time.)

3.13 Compute the value ¢ < H (gpk, t, m,

B,JK, TW,V:,V;,R;,R2,R3,R4,Rs,Rs, R7, Rg, Ry, Ryp).
3.14 Compute the following values in Z, :

Spl — I‘pl + CP1 s SpZ — I‘pZ + Cp2, Sp3 — rp3 +

CPs3

Sp4 — I‘p4 + CP4

Sp1 < Ip1 +C[31 ,Sﬁ2<—rﬁ2+Cﬁ2,Sﬁ3<—rB3+

Cp3 »

sp4 «— B4 + cf4, spS «— 15 + PS5, sp6 «— rf6 +

cf6,

Sy «— Iy + Cyik , S« 15 + Cf; , S < 1y + cty . Finally, U; outputs the signature for message
m and time t:

G(_(B!JnKaTawavllV27cvsxySflstl

spl,sp2,sp3,sp4,sPl,sP2,sP3,sp4,spS5, sp6

).

4) Verification Phase ( Gp.Ver ): Upon receiving the signature ¢ for message m and the signing time t, the
verifier verifies the validity of the signature and ensures that it is not

generated by a revoked user. 1) Validity Check:
a) Compute {tj }ieri p < 0-ENC(t).
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b) Compute Y « Q)
c) Re-compute:
Ry < B*fJ™°, Ry <« B**K°,
R; < KSn1 B™5F1,
Ry < e(h, g2) 7 - e(T.z1)* - e(T, g2)* -
e(h,z1) ™ - e(h, g2) % -
e(h,z2) 7 - (e(T, z2)/e(g1, 2))°
Rs < g%h*»3V[°, Re <« g"h*rsV; ",
R7 — e(W, Q)% -e(h, Q) *Fs . e(h, Q%) 2 .
(e(W, Q%) /e(Y, Q))°,
Rs < gM1h*F V=521, Ro <— g h*fs Vo—5n
Rio < g%sh*f Vo~ %2 |
d) Check whether ¢ = H (gpk, t, m, B, J, K,
T, W,V{,V,,R;,R,,R3,R4,R5,Rg, R7,Rg, Rg, R 19).

e) Output invalid if it is not equal, otherwise continue for revocation check.

2) Revocation Check: For each grt; in the list RL,
a) Parse (i, {X;j }) < art;.

b) Compute {Tjj }iep < 1-ENC(7; ) and {t;
}je[l,l] <« O'ENC(t)

c) Find the single index 1 <k <1 such that 7y = t, . If there exists k such that K = B¥
holds, then we conclude this user has been revoked.
If the validity check is passed and the user is not revoked, it outputs valid. Otherwise, it outputs invalid.

5) Tracing Phase ( Gp.Trace ): The group manager can open a signature ¢ (on message m signed at time t) to
trace the signer. For each grt; (corresponding to user U; ) in the user

database, it does the following:
1) Parse (Ti s {Xij }) “«— gI'ti .

2) Compute {‘Cij }jg[l’l] «— 1-ENC(7; )and {tj

}js[l,l] — 0-ENC(1).

3) Find the single index 1 <k <1 such that

Tix = ty . If there exists k such that K = B ¥

holds, then we conclude this user U; is the signer of the signature o .

I11.  Roaming Protocol
The complete roaming protocol consists of our underlying group signature scheme and an adopted key
exchange mechanism [7]. The protocol requires the following setup:

1) Each server is an independent group manager and generates its own master secret key msk and public
parameter gpk from Gp.Kg. In addition, each server chooses a symmetric encryption scheme EN C = (Enc, Dec)
andhas a signing/verification key pair (sk, pk) of a conventional digital signature scheme SIG = (Sig, Ver).

2) Assume that the public parameter of each server is publicly known to all other servers. We also assume that
the description of the symmetric encryption EN C and the verification key pk (together with the verification
mechanism Ver) of each server are publicly known to

all users within the network controlled by the server.
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3) Let g be a generator in a cyclic group G with group order p. (g, G, p) is known to every entity.

4) Each server runs Gp.Join to issue user secret key gsk; to its subscribed user U; and keeps the revocation
token grt; secret.

5) At the beginning of each day, each server sends its revocation list RL to other servers.

Below the protocol of the connection between a single user with the foreign server is described. Many users can
connect to the foreign server at the same time independently.

When user U; (whose home server is H) is roaming at a foreign server V (who has a
signing/verification key pair (sky , pky )), the following steps are carried out to authenticate each other and
establish a session key:

1) U; selects a random number r, € Z, and a

temporary pseudonym P D, and sends (H, P D, g™ ) to V.
2) V selects a random number r, € Z, and

computes oy < Siggw (My ) where my = V||H|IP D|lg'y ||g'y . V sends (V, gy, oy ) to

U; . V also computes x < (g 'y )y and erases r, from its memory.

3) When U; receives (V, g 'y, o v ), he runs

Ver i (Mmy, 6 v ) to verify o . If it returns invalid, U; rejects the connection. Otherwise,
U; generates a group signature

oy < Gp.Sign g (My ) where my = H|IP D||VI|g "y [lg 'y . Ui computes k" — (g, )",

and uses k" as session key to encrypt oy as a < Enc k" (6 ¢ ). U sends a. to V.
4) Upon receiving a, V uses K to decrypt
and gets oy < Dec  (a). It runs Gp.Ver gpu

(my , oy ) to verify oy (which includes the revocation check implicitly). If it returns invalid, V rejects the
connection. Otherwise, it uses « as the session key and accepts the connection.

The interactive protocol is illustrated in Figure 1.The user expiry time information is embedded into gsk; which
is then used to generate oy . Thus oy also contains the information of the expiry time, yet to keep the size of oy
as a constant. This is achieved by using a cryptographic technique called accumulator . By doing so, the expiry
time is not needed to be sent to the Foreign Server V, and thus the size can be kept to O(1).

User revocation is trivial in our protocol, as it is already implicitly embedded in our underlying group signature
scheme.
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User U; Foreign Server V

Choose random r,,, PD

H‘ PD. .qT “

Choose random r,,
Compute oy - Sig,;, (my)
where my = V||H||PD||g™ g™

Vg™ oy

Compute £ (g™ )™
Ver,i, (my,ov)
If valid, compute
oy + Gp.Sign, ;. (my)
where my = H||PD||V||g™ ||g"
W (g

Q EﬂC,\r(Olr)

Compute ay; + Decy(a)

Gp.Ver,“,ku (nl[". U(_,')
If valid, accept the connection

Figure 1: Complete Roaming Protocol

If user U; is revoked by his home server, his revocation token grt; is put into the revocation list RL
which is uploaded to other servers each day. If U; is roaming at a foreign network V, the group signature signed
by U; will not pass V‘s revocation check. secret key to sign (that is, the user is revoked naturally, or the
subscription has been expired), although the user is not included in the revocation list, the validity check of the
group signature verification will not pass.

Premature revocation of the user occurs when the user tries to access the websites in an unauthorized
manner. The user will be notified by the foreign server about the unauthorized access and will be revoked. So a
user cannot perform unauthorized actions while they are in the foreign domain.

IV.  Analysis

Analysis of the proposed system is performed based on the computational time required for performing
the revocation operation. The revocation of the user is performed base on the time stamp expiration. The time
stamp is already embedded to the secret key once the user is registered. For each user , the time will be different.
This is because the revocation procedure makes use of randomization for evaluation and for each user the time
will be different. Some security requirements are also analyzed. The protocol ensures selfless anonymity,
untraceability, subscription validation etc.. Digital signature is being produced through the group signature
scheme where a member of a group can generate a valid signature. The identity of the user is kept anonymous so
that the foreign server won't be able to trace them. Selfless-anonymity allows the signer of a signature to tell if
the signature is signed by him/her. A group signature scheme is traceable if no polynomial-time adversary can
forge a valid signature that can be improperly opened. A group signature scheme is exculpable if no polynomial-
time adversary can forge a signature that is attributed to an honest member such that the member cannot dispute.
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Time taken for revocation check
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Figure 2: Computational time for revocation

V.  Conclusion
An anonymous authentication roaming protocol that supports efficient revocation of naturally expired

credentials is proposed. It relies on the group signature scheme which can bind the expiry time to the secret key
of every user. With this new feature, expired keys are no longer needed to be included in the revocation list.
This results in a significant efficiency improvement for revocation checking, due to the elimination of the
expired keys in the revocation list.
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